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Workshop Objectives: 

1. Understand network forensic
2. Familiarize usage of Wireshark
3. Solid understanding of TCP/IP communications and protocols 
4. Develop methodology to solve PCAP challenges
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Intro to Network Forensic

Network forensics: Process of analyzing 
network data and artifacts to determine 
what occurred on a computer network.

Most CTF challenges involving Wireshark 
provided a .pcap file, contain recorded 
network traffic.

Our task is to analyze it and extract 
information such as credentials, hidden 
messages or files transferred over the 
network. 



Intro to Network Forensic

1. Protocol to Master:
a. HTTP/HTTPS: Header, 

cookies, file transfers
b. DNS: Unusual queries (TXT 

records, exfiltration)
c. TCP/IP: Stream reassembly, 

port scanning patterns

2. Network Artifacts:
a. Hidden message in packet 

payloads
b. Credentials in plaintext 
c. Unusual traffic pattern
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Network Fundamentals

Normal IP communications simply gets 
packets from one location to another 
using the most efficient packet size

As IPv4 packets are forwarded by 
routers, the target IP address is 
examined to make routing decisions, 
the MTU size is checked against the 
MTU size of the next link (to determine 
if fragmentation is needed and allowed), 
the MAC header is stripped off and a 
new one is applied for the next network 
and the time to live value is 
decremented in the IP header. The IP 
header is also checked for forwarding 
prioritization.
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Network Fundamentals

TCP (Transmission Protocol Network)

TCP offers a connection-oriented transport 
over connection that begins with a 
handshake between two device

Data is sequenced and acknowledged to 
ensure proper delivery and automatic 
recovery for lost packets
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Network Fundamentals

TCP Three-way handshake 

Acronym Name Meaning

SYN Synchronization Used to create a TCP Connection

ACK Acknowledgement Used to acknowledge the reception of data or 
synchronization packets

PSH Push Instruct the network stacks to bypass buffering

URG Urgent Indicates out-of-band data that must be processed by 
the network stacks before normal data

FIN Finish Gracefully terminate TCP connection

RST Reset Immediately terminate the connection and drop any 
in-transmit data



Network Fundamentals

HTTP (Hypertext Transfer Protocol)

HTTP is the protocol for 
application when user 
browsers (unsecured) on the 
Internet. HTTP uses a 
request/response model

HTTP uses port 80
HTTPS uses port 443
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Network Fundamentals

HTTP (Hypertext Transfer Protocol)
GET: Retrieves information defined by the URI (Uniform 
Resource Indicator) field

HEAD: Retrieves the meta data related to the desired URI

POST: Sends data to the HTTP server

OPTIONS: Determines the options associated with a 
resource

PUT: Sends data to the HTTP server

DELETE: Deletes the resource defined by the URI

TRACE: Invokes a remote loopback so the client can see 
what the server received from the client; this is rarely seen 
as many
companies disable this to protect against a Cross-Site 
Tracing vulnerability

CONNECT: Connects to a proxy device



Network Fundamentals

HTTP (Hypertext Transfer Protocol)

1xx — Informational: The server has not fully completed the request, it is still thinking and is in a 
transitional phase
2xx — Successful: The server has successfully completed the request
3xx — Redirects: This block is for redirections, it means you requested an address but you were 
sent somewhere else
4xx — Client Errors: There is some error from your side
5xx — Server Errors: There is some error on the server-side.



Network Fundamentals

Telnet

Telnet is a network protocol used to 
remotely access devices over a 
command-line interface

Operates over TCP port 23.

Often used to manage routers, switches, 
and servers



Network Fundamentals

Telnet

All data transmitted using telnet protocol 
in unencrypted, which can be view in 
plaintext

This makes it expose credentials, 
backdoors or interactive sessions in 
packet captures

Now is replaced by SSH with port 22



Getting Started with Wireshark

List of network 
connections for 
monitoring
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Getting Started with Wireshark

Command menus Display filters

Captured 
packets

Details of 
selected 
packets

ASCII representation of packet



Getting Started with Wireshark

Searching specific strings:

Also for different type: 



Getting Started with Wireshark

Shows protocols dominates the traffic

Shows who is talking to whom and how much 
data is exchanged

List all devices (IP/MAC address)



Getting Started with Wireshark

Purpose: 
● Observe which protocol dominate the most in the pcap
● Understand how much data each protocol generates
● Quickly spot suspicious traffic (Example: High ICMP traffic maybe indicate networking 

scanning)

We should pay more closer attention to Layer 4 to Layer 7 (Transport, Session, Presentation, 
Application), as these layers carry to actual content and data for analysis.



Getting Started with Wireshark

Column Meaning Usage

Address A/B Source/Destination IPs Identify who is talking to whom

Packets/Bytes Total packets & data exchanged Analyze traffic volume

Duration How long conversation lasted Short = scan ? Long = session ?

We can able to identify suspicious hosts which perform unusual network activity by examining 
the number of packets and size, the duration and also which endpoints communicating to it. 

To add with TCP/UDP, we can identify which port is being used
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Getting Started with Wireshark

Each row = a network device or IP address involved in the pcap

So, what is the difference between conversations and endpoints ?

● Endpoints show individual devices that appeared in the capture. It tells you who was 
involved, how much data each sent or received, and how active each device was 
overall.

● Conversations show who talked to whom. It focuses on communication sessions 
between two endpoints, showing how much data was exchanged, when the session 
started, and how long it lasted.



Getting Started with Wireshark

Display filter  

Wireshark captures all network traffic 
but it can get overwhelming, like finding 
one voice in a noisy crowd.

That’s where display filters come in. 
They act like a powerful search engine 
inside Wireshark, letting us focus on 
exactly what we want

Instead of digging through thousands of 
packets, filters help us quickly spot the 
important one



Getting Started with Wireshark

Display filter based on host or subnet

● ip.addr == 192.168.20.1
● ip.addr == 192.128.20.0/26
● ip.src == 172.16.22.1 
● ip.dst == 60.1.2.3
● ip.host == google.com 
● ip.src.host == google.com  
● ip.host contains “google”
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Getting Started with Wireshark
Display filters for HTTP:
● The capture filter syntax for HTTP or HTTPS traffic is tcp port 80 or tcp port 443

● If HTTP or HTTPS are running on nonstandard ports, use the capture filter tcp port x 
where x denotes the port HTTP or HTTPS are using.

● http.request.method=="GET" or http.request.method=="POST"

● HTTP GET or POST requests

● http.response.code > 399 HTTP 4xx or 5xx (client or server errors)

● http contains "IfModified-Since" to determine if a client has cached a page already

● http.host= Target host is www.google.com

● http.user_agent contains "Firefox" HTTP client is using Firefox browser



Case Study 1: Chase

1. Understand the challenge description

● Find hints and clues 
● “web servers” ??
● HTTP ?? 
● “Triggered an AV alert” -> intrusion ?? DDoS ?? 



Case Study 1: Chase

2. Initial Overview



Case Study 1: Chase

3. Analyze Protocol Hierarchy, Conversations, Endpoints

Clues for filtering:
● http
● ip.src == 22.22.22.5 && tcp.port == 4444



Case Study 1: Chase

From 216 packets to 16 packets, now we look at the TCP 
stream

4. Stream TCP or HTTP 



Case Study 1: Chase

Encoded filename, use cyberchef to decode



Case Study 2: MarketDump

Now try to solve this challenge within 15 minutes

Steps:
1. Gather clues from challenge description
2. Initial analysis
3. Protocol analysis, conversation and endpoints
4. Filters 
5. TCP/HTTP stream
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Case Study 2: MarketDump

We can either dump the sql file to 
analyze better or view in Wireshark

To dump costumer.sql:
File > Export Object > HTTP > 
consumer.sql



What’s next:

● Practise more with CTFs
● Explore more attack scenarios 
● Search youtube “CTF for beginners 

Jadi” for wireshark challenges
● Learn more and git gud at it 

I created some challenges (abit tough but 
well-explained):

● https://0x251e-challenge.github.io/challenges/p
osts/hunting-the-outlook-zero-click-exploit/

● https://0x251e-challenge.github.io/challenges/p
osts/pixel-pursuit/

https://0x251e-challenge.github.io/challenges/posts/hunting-the-outlook-zero-click-exploit/
https://0x251e-challenge.github.io/challenges/posts/hunting-the-outlook-zero-click-exploit/
https://0x251e-challenge.github.io/challenges/posts/pixel-pursuit/
https://0x251e-challenge.github.io/challenges/posts/pixel-pursuit/

