
CTF Workshop 

Agenda:

CTFd Platform: http://10.11.3.22:8000/ 
Register using fake email and password

      Intro to Linux1      OSINT3

     Forensic 2      Web Exploitation4

      Cryptography5

http://10.11.3.22:8000/


./what_is_ctf
● Cyber-competition solve challenges to find 

flag 

● CTF -> Capture The Flag  🚩🚩🚩
● Types of CTF:

1. Jeopardy Style (Category-based)

2. Attack-Defend (Red vs Blue)

3. Battle of Malware Bypass and EDR  

(DEFCON 32)

●  The goal of each CTF challenge is to find a hidden file or piece of information (the “flag”) 
somewhere in the target environment. 

● secretly hidden in purposefully-vulnerable programs or websites



./why_ctf
● Hands-On Experience 

- Real-world vulnerabilities, programming, teamwork

● Low Commitment

- Happen in 24 hours mostly

● Career Kickstart

- Companies hiring intern with CTF experience

● Community Building 

- Malaysia Top CTF Team

https://www.bhglobal.com.sg/jobs/project-coordinator-intern-cyber-security/#:~:text=Job%20Requirements%3A&text=Good%20written%2C%20verbal%20communication%20and,membership%20is%20also%20an%20advantage.
https://m53-ctf.github.io/


./intro_linux
- 600 penetration testing 
and forensic tools
- Most wide used and 
well-support community
- Debian based 

- 600 penetration testing and 
forensic tools
- Attractive environment
- Faster Performance
- Office and basic media tools

List of Common Tools:
https://www.kali.org/tools/
https://parrotsec.org/docs/category/tools/
https://blackarch.org/tools.html

- Arch based (pacman)
- 2700 tools
- For advanced pentester
- Highly customizable and 
lightweight
- Complex learning curve

https://www.kali.org/tools/
https://parrotsec.org/docs/category/tools/
https://blackarch.org/tools.html


./intro_linux
<- This is your Linux Terminal

Is the same as Windows 
Command Prompt and 
Powershell, but different

Ctrl+Alt+T to open terminal

Why use Terminal, why not GUI:
1. Speed, Efficiency and Flexibility
2.Remote Access and SSH
3. Lightweight (GUI consume more RAM space)
4. Control & Precision
5. Automation using bash scripting



./intro_linux
Lets try some commands:
$ echo “Hello World”
—--------------------------------------------------
$ pwd
—--------------------------------------------------
$ cd /
—--------------------------------------------------
$ cd root
—--------------------------------------------------
$ sudo su
—--------------------------------------------------
$ cd root 
—--------------------------------------------------
$ exit
—--------------------------------------------------
$ cd ~

Print string, this case “Hello World”

Print Working Directory

Change to Root directory

Change “root” directory with root privileges 

Super-User Do (switch to Root Privileges)

Change Directory to Root Directory

Exit from Root Privileges, “exit” again will close terminal

Change to home directory



./intro_linux



./intro_linux
Let's try a lil bit harder commands:
$ cd ~/Desktop
—--------------------------------------------------
$ mkdir test1 && cd test1
—--------------------------------------------------
$ gedit test-1.txt
—--------------------------------------------------
$ cd .. && mkdir test2
—--------------------------------------------------
$ cp test1/test-1.txt test2/
—--------------------------------------------------
$ rm test1/test-1.txt
—--------------------------------------------------
$ cd test2 && cat test-1.txt
—--------------------------------------------------
$ mv test-1.txt test-2.txt 

Change directory to Desktop

Make new directory “test1” and go into “test1”

Make new txt file “test-1.txt”

Go out of “test1” directory and make new directory 
“test 2

Copy “test-1.txt” from “test1” to “test2” directory

Remove/delete “test-1.txt” from test1 directory

Change directory to “test2” and concat “test-1.txt”

Rename “test-1.txt” to “test-2.txt”



./intro_linux
Summary of simple commands:

$ ls List all the files in a directory

$ pwd Show current working directory path 

$ cd Change directory

$ mkdir Create a new directory

$ rm Deletes a file 

$ cp Copies files and directory, for directory use <$ cp -r>

$ mv Moves or rename files and directories

$ file Check a file type



Let's find some flagzz



./intro_linux

To view the permissions for all files 
in directory:
$ ls -lah 

Read by owner -> 400
Write by owner  -> 200
Execute by owner  -> 100
Read by group -> 040
Write by group -> 020
Execute by group -> 010
Read by others -> 004
Write by others -> 002
Execute by others ->001



Let’s take 5 and 
enjoy some memes

This command means when user type in $ cd, instead 
of changing directory, it deletes files and directories

./run_memes



./run_memes



./run_memes



./forensic_intro
Forensic is the activity of recovering 
digital trail left on device or network.

Many methods to find data which was 
deleted, not stored, or worse covertly 
recorded.



./forensic_intro
Usually some similar themes:

● Look for little weird tricks
- Can a zip file appended to JPEG ?
- Can a file both a PDF and an exe  ?

● Application of off-the-shelf software 
- Oh it’s a dump of virtual memory 
- There’s a Python script somewhere to parses dump of virtual memory to 

rebuild all process memory from PTEs 

● File Format Identification
- Magic bytes, header data and trailer data  (89 50 4E 47) 
- Corrupted file hex signature

● Filesystem (DIsk Image), PCAP, Memory Dump, Syslog and etc 



./forensic_archive_files
● CTF Challenges usually contained in a zip, 7z, rar, tar or tgz file
● Goal: To extract a file from the archive and file the flag from a file that is embedded or hidden

1. Zip file
● $ unzip 
● $ zipdetails -v
● $ zipinfo

2. RAR file
● $ unrar x

3. 7z file
● $ 7z x

4. tar.gz file
● $ tar xzvf 



./forensic_archive_files
● CTF Challenges usually contained in a zip, 7z, rar, tar or tgz file
● Goal: To extract a file from the archive and file the flag from a file that is 

embedded or hidden

5. XZ file
● $ xz -d 

6. bz2 file
● $ bzip2 -d

7. gzip file
● $ gzip -d 



./run_forensic_meme

Is TRUE, forensic does 
google a lot



./forensic_file_analysis
What is File Forensic: 

● The practise of analyzing digital files to recover evidence or understand file properties and 
contents

Purpose:

● Recover deleted or hidden information
● Understand file creation and modification 

details 
● Identify malicious software or 

unauthorized changes



./forensic_file_analysis



./forensic_file_analysis

Tools for file  analysis:

1. $ exiftool 
● Extract all metadata of a digital file

2. $ ghex (for advanced use $ xxd)
● View, edit data from any file 
● Also used by kids who cheat at computer 

games, by adding score or lives to saved 
games.

3. $ binwalk 
● File extraction (embedded file within the 

main file)
● Signature Scanning (Magic Hex)



./forensic_file_analysis
Image Forensic Analysis 

● Know the Magic Hex Signature (Header, Trailer, Body)
● https://gist.github.com/leommoore/f9e57ba2aa4bf197ebc5
● https://www.garykessler.net/library/file_sigs.html
● https://asecuritysite.com/forensics/png?file=%2Flog%2Fbasn0g01.png

Example: PNG Image 

Header: 89 50 4E 47 (.PNG)
Trailer: AE 42 60 82 (IEND)  

For Scanning Signature Analysis:
[PNG file, sig: 89504E470D0A1A0A]  → Malware Analysis 

https://gist.github.com/leommoore/f9e57ba2aa4bf197ebc5
https://www.garykessler.net/library/file_sigs.html
https://asecuritysite.com/forensics/png?file=%2Flog%2Fbasn0g01.png


./time_for_some_flags



./forensic_steganography

The art of hiding data in images or audio
Popular CTF challenge and it might be a separate category by itself
Common Methods:

● LSB (Least Significant Bit)
● Discrete Fourier Transform (DFT)
● Palette-Based Technique



./forensic_steganography

Understanding How LSB Works:
● Each image has pixels with 3 channel of RGB
● Each channel needs 1 byte (8 bits of 1’s and 0’s)

If we change a single bit of the pixel, the last one (LSB), 
the result doesn't appeal to be very different. 

So message are decoded in binary from ASCII:
Example: Letter ‘A’ -> ASCII value 97 -> 01100001
First pixel : 0 1 1; Second pixel: 0 0 0; Third pixel: 0 1 



./forensic_steganography



./forensic_steganography
Common tools for steganography challenge:

● Strings
● File 
● Exiftool
● Binwalk
● Zsteg
● Steghide
● Sonic Visualizer
● Audacity

 



./osint_intro

OSINT -> Open Source Intelligence
● Gathering information from public 

sources
● Google, Social Media, company 

websites and etc.
● In cyber, term “recon” is to collect as 

much information to perform attack

Not just for ethical hacking, for cybercrime 
division is useful to:

https://www.youtube.com/watch?v=3xKz
uquqvBE&rco=1

From a video, they able to find out which 
boat is and find out who is responsible for 
the crime 

https://www.youtube.com/watch?v=3xKzuquqvBE&rco=1
https://www.youtube.com/watch?v=3xKzuquqvBE&rco=1


./osint_intro

From this image, we can 
know his email and 
password, this is how 
OSINT works

Basically how hackers use 
information that we as 
users expose it publicly or 
unintentionally



./osint_tools

1. osintframework
2. sherlock 
3. maltego
4. Shodan
5. Recon-Ng 
6. WayBack machine
7. theHarvester

https://osintframework.com/


./osint_with_sherlock

Usage:
$ sherlock <target username>

Easy as it is but be patient 

Substitute of sherlocks:
-https://github.com/webbreacher/whatsm
yname
-https://github.com/soxoj/maigret

There are many more, here is why Linux is 
best at, most tools are open-source and 
develop by community. It can be found in 
Github

https://github.com/webbreacher/whatsmyname
https://github.com/webbreacher/whatsmyname
https://github.com/soxoj/maigret


./osint_with_google_dorking
Google Dorking:

● Using advanced search operators to find information
● An efficient way to uncover hidden data with precision 
● https://github.com/chr3st5an/Google-Dorking 

Common Operators:

site: Limit search to a specific site

intitle: Search for pages with a specific title

inurl: Search for URLs containing a specific string

filetype: Search for specific file types

cache: View the cached version of a site

index of: Search for documents containing direct downloads

https://github.com/chr3st5an/Google-Dorking


./time_for_some_flags



THE END…WEEEEEE
And Happy hacking 🚩🚩

KEEP TRYING AND GIT GUD AT IT


