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The Threat at a Glance

Malware sample collected from MalwareBazaar that submitted on 4th July 2026

ClickFix: A technique attempts to lure victim to run malicious commands on the 
device. 

Vidar: Infostealer malware operating as malware-as-a-service, first discovered in 
late 2018, direct evolution of Arkei trojan. Vidar malware runs on Windows and its 
objective is to collect wide range of sensitive data from browsers and digital 
wallets

https://bazaar.abuse.ch/browse/tag/softmix-online/


Infection Chain Overview

https://shorturl.at/VcWCO https://shorturl.at/2oHjY 

https://shorturl.at/VcWCO
https://shorturl.at/2oHjY


Infection Chain Overview



Dropper: setup.ps1

● Checks current Powershell session is running with 
Administrator privileged

● If is not elevated, relaunches Powershell with 
triggering UAC prompt 



Dropper: setup.ps1

1. Downloads 7za.exe from https://softmix.online/ps/7za.exe
2. Downloads password zip file from https://softmix.online/ps/setup.zip
3. Utilizing 7za.exe to extract setup.zip with password ReleaseV2.1&* 
4. After extraction, silent execution of Installer_x64.exe 
5. All stages happen in %TEMP%\ps_<hex>\ 



Loader: NSIS + Electron app

● Installer_x64.exe launches NSIS 
package installer

● Execution of NSIS installer will prompt 
UAC for further execution

● Unpack electron app that executes 
malicious Javascript code

● Victim accept UAC, electron app 
executes under administrator 
privileges



Loader: NSIS + Electron app

● Final malware payload drop from attacker’s server at 62[.]60[.]226[.]198

● Reconnaissance through public 
IP using multiple service such as 
api.ipify, ifconfig.me, ipinfo.io and 
icanhazip

● Collect hostname, username, 
screenshots and upload to 
Telegram C2 

https://www.abuseipdb.com/check/62.60.226.198


Loader: NSIS + Electron app
Three methods of Windows Defender Evasion
1. Through Powershell cmdlets target installation directory
2. Registry-based exclusions
3. WMI exclusions



Loader: NSIS + Electron app

Multiple redundant execution paths:
● NodeJS spawn child function
● cmd.exe /c start
● explorer.exe
● rundll32.exe
● Powershell Start-Process
● VBScript Launcher

Improve the likelihood for final 
payload execution



Payload: Go Infostealer
● 64 bit executable compiled with Golang
● Obfuscated with Garble 
● Through static analysis resolved function is 

64 bit SplitMix64 by observable constant 



Payload: Go Infostealer With dynamic analysis:
● Browser credential theft activity 

through Chrome’s Login Data, 
Session, History

● MetaMask 
(nkbihfbeogaeaoehlefnkodbef
gpgknn) confirmed by ID; set 
matches the standard 
crypto-wallet + 
password-manager target list

● Marked compromised machine 
with registry marker with value 
CAE9234 and E56B542

● Multiple C2 connection, 
5.75.217.106, 149.154.167.99, 
23.199.145.221



Indicators & Detection Opportunities

YARA Rules for softmix.online payloads:  
https://github.com/shreethaar/yara-rules/tree/main/softmix-online-vidar-clickfix.yar 

https://github.com/shreethaar/yara-rules/tree/main/softmix-online-vidar-clickfix.yar


Indicators & Detection Opportunities

Hash Values 
(SHA256)

setup.ps1: 9e60a5852a7a673b7084f7cda25385c04a4ef1a5841b85862b3df193f39b988c
Installer_x64.exe: 3fc02d5534d74a38e1ef4b6121818ce3358bbe1e9a823f7e6c741e9d1911cc48
payload.exe: 20d47fa34fb6c5841bbebea4796b7b9fcc3f6920ef9d3be0530978f0cbc6e4d7

IP Address

5.75.217.106  (Vidar C2)
62.60.226.198 (Loader host)
149.154.167.99 (Telegram C2)
23.199.145.221 (Akamai) 

Domain Names
softmix.online 

Network Host / 
Artifacts

Registry marker: HKCU\…\Explorer\TS_[8hex]
Defender exclusion keys: HKLM\...\Windows Defender\Exclusions\Paths
Telegram dedup marker: net_*.dat
Unpacked 2nd stage directory path: %TEMP%\<random>\

MITRE TTP
ClickFix: irm | iex -> paste and run command (T1204.004)
Defender neutrailzation via exclusions (T1562.001)
Browser credentials theft (T1555)

https://attack.mitre.org/techniques/T1204/004/
https://attack.mitre.org/versions/v16/techniques/T1562/001/
https://attack.mitre.org/techniques/T1555/

